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THE DIRECTOR OF CENTRAL INTELLIGENCE
WASHINGTON, D. C. 20505

25X1
: Copy ____ of __ copies
NRO review(s) completed. 10 NOV 1976
MEMORANDUM FOR: 'The President
FROM _ : George Bush
SUBJECT ‘: Modification of the Classification and

Security Controls for the Products of
Reconnaissance Satellites

1. This memorandum requests that you authorize the
Director of Central Intelligence to change the classifi-
cation and to modify the use of the special security
controls relating to US satellite reconnaissance which
were established by Presidential directives of 1960 and
1973.

2. These changes would constitute an important first
step in implementing one of the duties assigned me by '
Executive Order 11905. Specifically, Section 3 (d) (1) (viii)
states that the Director of Central Intelligence shall
"establish a vigorous program to downgrade and declassify
foreign intelligence information as appropriate and con-
sistent with Executive Order No. 11652." ‘

Background

3. In August 1960, shortly before the US satellite
reconnaissance program began producing useful information,
President Eisenhower directed '"that the products of satellite
reconnaissance, and information of the fact of such recon-
naissance revealed by the product, shall be given strict
security handling under the provisions of a special security
control system approved by me.'" . This was at a time when
very few people were aware of the program and even the
feasibility of using satellites for intelligence collection
was considered sensitive. As the program progressed, tens

of thousands of people were given access to the intelligence
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within the special security control system. It also
became increasingly apparent that the special control
system was unnecessarily inhibiting the full use of the
information derived from the program.

4. As a consequence, in 1973, President Nixon autho- -
‘rized certain changes in the classification and-access - -~ . .. .
:controls regarding the photographic products-of the... ... .. .. v
program:
Tk -- The fact that the US conducts photographic v -~--F--~
reconnaissance was classified SECRET. This in turn
«wv...required that information derived from and.attributed..._. ... ..
to the program be classified SECRBT or higher.

== US officials were given access to much of the -~ commm
photography and information derived therefrom.outside. the .. . =
spec1a1 security control system, although the system still
is used to protect the primary film 1tself and_selected
sensitive data.

5. __These._changes greatly increased. the use of
1nte111gence derived from the program,’and there is no
“heVidénce that these changes have jeopardized the ability:
of the program to continue to provide intelligence.
Nevertheless, there is now considerable pressure from
our military commanders to make additiomal modifications -
"in~"the classification of_ satellite reconnalssance and- : P
1ts product - :
6. . Much has changed since the 1960 dec151on to
classify all aspects of the photographic reconnaissance
' program at TOP SECRET and within a special security S
<. wuidwncontrol system. Now, the fact that the US.conducts. SUChuiia e Liv o
reconnaissance has become public knowledge both at home .
and abroad. In these circumstances it-has become.diffi-.. . .
“cult to justify the continued classification of this fact
even at the SECRET level, and there are pressures for
reducing the cla551f1cat10n to CONFIDENTIAL or declassifying

it. : 25X1

g . 25X1
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9. Clearly, determining the appropriate level of

classification of satellite reconnaissance is a problem
of balancing the benefits of better access to its
products derived from lowering the minimum classification
from SECRET to CONFIDENTIAL against the need for sufficient
security protection to ensure the continued productivity
of these satellites. The following is a summary of some

- of the views on this matter which were considered at a
recent meeting of the National Foreign Intelligence Board:

a. Proponents for change argue that:

~- CONFIDENTIAL is a more appropriate minimum
- classification for satellite reconnaissance
“than SECRET under the definitions of these
two terms in Executive Order 11652,

-- CONFIDENTIAL would be no less effective than
SECRET in preventing official public acknowl-
edgment of the fact of US satellite recon-
naissance.

-- Products removed from the special security
control system would continue to be classified
at a minimum of CONFIDENTIAL and would be
classified higher if required by the criteria
in Executive Order 11652. '

) - o | ' 25X1
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~Many of the present procedures for removing _ - -

satelllte products from the special security
control system are unnecessary and cause
delays in the availability 'of intelligence

-and limit the usefulness.of these- products,

especially for military plannlng and.by La.ol,

~ -field commands. —

: Slgnlflcant~amounts of satellltencolLected~ SN
_information of- minimum semsitivity; if iR IEnT S

“Classified at the CONFIDENTIAL level,- would

be extremely useful to other_consumers_of ..
1nte111gence, 1nc1ud1ng lower-level mllltary
personnel in the field. .. -. . ._.._._ __.

N TR

b. Oppoﬂehté-to change‘grgueﬂthat4~m<~~m-'wﬁ*w4

R4 TN A G S v

The official public acknowledgment of -
_the fact of satellite reconnaissance.result- .
ing from its declassification would provoke

diplomatic protests from some foreign
~governments about- US violationsof “territorial"-

1ghts!

arms control atgreements.-.,.~ : e

- Changes in_the~c1assifigatione&ndsspeaial5553z:
‘security controls could provoke..the -Soviets: :

~-to-.take-actions.against oumﬁreconnahssanoen diST
‘and other satellites, actions ‘ranging from -

-

Lt

passive concealment and deception to direct
attacks against the satellites themselves.
These kinds of reactions. couldwgeopardlze

P RS S TR

our ability to monitor present and future

This is a partlcularly unpropltlous ‘time-
for any changes because of such factors as
the recent Soviet anti- satellite activities
and the current status of Soviet- Amerlcan
relations.

Any reduction in the classification or in

the use of special security controls regarding
satellite reconnaissance would be irreversible
and cause a decrease in the effectiveness of
the security afforded the still-classified
aspects of our satellite reconnaissance.

: ~25x1f
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Conclusions

10. The balance I strike between the need for better
access to the products of satellite reconnaissance and the
need for protecting this intelligence source is as follows:

a. Because the official public acknowledgment
that the US conducts satellite reconnaissance for
intelligence purposes could provoke foreign reac-
tions to -it, this fact should not be completely
declassified at this time. 1In accordance with the
criteria presented in Executive Order 11652, the
classification of '"the fact of" satellite recon-
naissance for intelligence purposes should be reduced-
to CONFIDENTIAL and handled outside the special
security control system.

b. The special security control system should
be used sparingly and exclusively for those products
of satellites and certain data that reveal truly
sensitive aspects of the program.

c. No changes should be made in the classifica-
tion or the system of special security controls pre-
sently applicable to the operational aspects of the
satellite reconnaissance progran.

d. The classification of all other aspects of
satellite reconnaissance and products attributed to
it should be in accordance with the criteria presented
in Executive Order 11652 and no lower than CONFIDENTIAL
at this time.

Request

- 11. 1In accordance with Section 3(d) (1) (viii) of Execu-
tive Order 11905 and the spirit of Executive Order 11652, I.
request that you authorize the Director of Central Intelli-
gence to make any or all changes discussed in paragraph 10

™ Ty
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as he deems appropriate and with due regard for his
responsibility -- as stated in Executive Order 11905,

- Section 3(d)(1)(vii) -- to "ensure that appropriate pro-
grams are developed which properly protect intelligence
sources, methods, and analytical procedures."

12. A draft memorandum granting this authority is
attached for your consideration. If you grant this au-
thority, I assure you that whatever changes I do make will
be consistent with my statutory responsibilities and those
provided in Executive Orders

Us/ George Bush
George Bush

Attachment:
Draft memo

25X1
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. o . The Honorable Brent Scowcrolt ]
v | MEMORANDUM FOR:  Assistant to the President for - '25X1-
National Security Affairs _ . =
o | 10Nov 1976] -
‘ o Brent - : .
- . The attached memorandum from me to the
' President requests authority to change the classifi-
cation and the use of special security controls for
satellite reconnaissance. With this authority I will
be in a better position to implement the part of E. O,
11905 which requires me to ''establish a vigorous -,
program to downgrade and declassify forelgn N R
o N intelligence information. : B
Co Arguments for and against change are in ,
paragraph 9. CIA, State and the military are for o
change; ACDA, NRO and General Allen (NSA) are :
against, , .
SRR ! If you have any questxons about this matter,. .- ..}. . .5 .
‘ please let me know.- ' : :
. ; eorge Bush }}"‘»
' i ~ irect b
. ' o Date Director w
L :
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THE WHITE HOUSE

WASHINGTON

CONFIDENTIAL DRAFT

MEMORANDUM FOR: The Secretary of State

The Secretary of Defense

The Director of Central Intelligence
I hereby approve the request of the Director of Central
Inteiligence for authority to change the classification
and to modify the use of the special security controls
relating to United States satellite reconnaissance which
were established by Presidential M¢morandumvof Augﬁst 26,
1960 and modified by the President on Noveﬁber 23, 1973.
Specifically, I authorize that:

(i) The Director of Central Intelligence ﬁay reduce
to CONFIDENTIAL the classification of the fact that the
United States Government conducts satellite reconnaissance
for intelligence purposes.

(2) The Director of Central Intelligence may remove
from the special securify controls, presently applicable
to satellite reconnaissance, the various products of such.

»~

reconnaissance as he deems appropriate provided that (a)

Approved For Release 2004/Qyj@8 pEMrRRP79M00467A002400080002-6
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.the‘products removed from the_épecial controls under fhis
authorization shall be classified according to the pro-
vviéions of Executive Order 11652, and (b) sqch products

shall not reveal the truly sensitive technical capabilities

of current or future intelligence satellite programs. In
order to maximize the utility of the products of satellite
reconnaissance, the present special security control system
shall be used sparingly to provide compartmented protection
only for those aspects of satellite reconnaissance requiring
Such protection. | |

Furthermore, I direct that the Director of Central Intelligence
shall continue to be responsible to the President .for |
establishing policy guidelines for the security protection

and control of information pertaining to the U.S. intelligence
satellite collection program and the products derived from it.
This will include the establishment and continued review of
appropriate procedures, consistent with United States policy

interésts, for the release of satellite intelligence products

or information derived therefrom to foreign governments.

ILLEGIB |

GERALD R. FORD

CONFIDENTIAL

1
2}
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25X1
Copy No. —
9 NOV 1976
MEMORANDUM FOR: Director of Central Intelligence
FROM : 25X1
Deputy to the DCI for the Intelligence
Community
SUBJECT : Modification of the Classification and Security
: Controls for the Products of Reconnaissance
Satellites
: 1. Attached for your signature is the final version as
- 25X1 prepared byl |of the memorandum from you to the
President on this subject,
2. As you will recall, this matter was considered by NFIB

on 11 August 1976, At that time it was agreed that| | 25X1

would make certain revisions in the memorandum and that the

revised memorandum would be discussed by |with - 25X1
Dr. Kissinger prior to submission to the White House. On

15 September 1976 word was received of Dr. Kissinger's agreement

to the memorandum.

3. It is my understanding that| |reviewed the 25X1
attached memorandum with you prior to his departure. It was ‘
shown to the dissenters, NSA, ACDA and the NRO, all of whom
suggested further changes (Attachments A, B and C, respectively).

25X1

25X1
25X1
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l ] 25X1

| General Allen has agreed
to this paper. I do not feel that any of the comments submitted by :
ACDA or the NRO warrant changing| final version. ' 25X1

4, I recommend you sign the attached memorandum to the
President and also the attached note to General Scowcroft.

SiGNED
25X1
Attachments:
25X1 A
B L
C .
25X1 Memo to President -~
25X1
9M00467A0024 -
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s\ Uniren S5TATES ARMS CONTROL AND DISARMAMENT AGENGY ‘
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. September 20, 1976 : 1
. - . }
25X1
CopY _J_-
HMEMORANDUM FOR MR, VALTER ELDER.
EXECUTIVE SECRETARY, NFIB V
: ‘ i
_ _ : .
SUBJE I3 Accui oy ang Coapletencss of "Opponents? Argu~ ]
: ‘ments including ACDA's views) as Stated in
25X1 - "Hodii.cation of the Classification and Security
fontrols for_the Products af Reconnaissance
' ' satellices” :
v }
1. It ir recommoncded the . paragraph 9b of the subject: '
docunan. be modified to ra2flect nmore accurately those views
JRoaents to change" whicl: are pertinent to the matter
2rang tha minimun cla-:ification of satellite recon~ i
e 1% 1s Enis Iss . . WRTLT s addressad by the
£s £ change" i - paracs» . 9a in their argumenta-
2. We recommend the following changes:
a. para. %h, first tick: substitute the‘f0116wing for
this paragraphs _ ' S
=— The purpose ofF keeping classified the fact
of satellite reconnaissance is to restrain
public discussion of a vital and sensitive
intelligence program and to avoid the need
for official recognition of such a program
which might lead to a succession of further
. inquirvies and disclosures. Downgrading the
classification of the fact of satellite re-
connaissance as proposed from SECRET to
' e CONFIDENTIAL for photosatellites and from
25X1 0P SECRET-cODDNORD O CONFIDENTIAL for
- s SIGINT satellite reconnaissance, inplies o
lessening of concern about avoiding official TR O
recognition, invites broader discussion, and , : ,
moves yg 052r o declassificationéz'moosodoz6 . - .
Bt : CIAARDP79M00467A0 - 2bX1
Appfoved For e'f?ﬂﬁ%eﬁggﬁidﬂgi' :
' o V1 REIROLT Nyayey

TR Ivd
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Rab:onJln for the ngﬂmmondvd Chanqe Accuracy and
: Cldllty of opponants’ arguments. :

i v . .
. ' ! :
b. ‘para. 9b, second tick: substitute the following
tor thlq pJLagxaph- : - o o

- == Downgrading the fact of SIGINT satellite

B reconnaissance from TOP SECRET-CODEWORD to
SECRET, maintaining the fact of photo-
satellite reconnaissances at the present
SECRET level, and removing certain satel-
lite uloduct from the special security con-
trol system and c¢lassifying them at the
SECRET level, would insure the timely
availabildity of intelligence and of derived
products for military planning by field
commands. Potential delays in availability
and limits on utility are not thougiht to
be sognificantly different whether at the:
SECRET or CONFIDIEWTIAL Jevel of classifica- .
tion. The SECRET classification would in-
sure control of and accountability for all

materials. while the CONFIDENTTIAL level would
not. ‘

Rx;wonﬂlo for the Recommanded Change: Current htext of
sccond tick presents ratlionalo applicable only to dcrlagoj-
fication not to changes in the classification and special”
bccursty controls The reccommended substitute paragraph

makes the case %or an overall SECRET level as the minimum
'clncﬁxflcatAo* vf the fact of satcllite reconnaissance and
of the products from it, reflecting the views of "opponents
to change" nore closely. o

¢c. para. b, third tlck.
it is irrcizve. = to the issu: of
sificatic ..

omit this. paragraph because
vhanging the level of clas- .

‘3. It is rocommcndeﬁ that ACDA's pos ition ‘with
to th~ proposed changes Lg
rately.
charnge.

regard
stated more fully ‘and more accu- ,
It is inaccurate to oimply state that ACDA i3 agalnq“'

o . =— ACDA opposcs downgrading of the fact of satel-
lite recconnaisgance helow a clas alflcttion

~level of SECRET, Lowering the classification

level of SIGINT satellite reconnaissance from

RAAuIET KOUICE

D RLTI005 INOLYED

< M maecntam

Sorene scer.er sooApproved For Release 2004/07/08 : CIA- RDP79M00467A002400080002-6
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0P SECRET

R Lo 25X1

TOP SECRET- CODTWORD to SECRIT is acccptablc
to ACDA,

~— ACDA does not oppoco any of the changcs pro-.
posed for the handling of materials from sat-
ellite reconnaissance efforts outside of
special security controls, provided sources
and methods as well as systems capabilities
continue to he protected, and provided that
the classification level for materials is at
least SECRET for those wmaterials where origin
could be traced to satellite reconnalssance.
However, if the origin of certain materials S
can be explained satisfactorily without o o
traceabhility to satellite reconnaissance, , i
ACDA would not oppose the selective release ' :
of such materials at the CONFIDENTIAL or even
UNCLASS]&IED level. .

/"1//\ c. %,ﬁm L.

Bert C. Aschenbrenncr :
Chief; Verification Divis iOn~
Verification and Analysis Burecau

P T T I

'3 ,Fnh
BERIE LTt
l" Lo PLEA
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R ~ NATIONAL SECURITY AGENCY
L0 Vv ' FORT GEORGE G. MEADE, M  _ANO 10753 .
b | »
AL e . Serials
:::%rﬁ - A - . 22 Scptember 1976 -
25X | o . avad ayd_g

25X 1 | . - o
OP_SECRET — o . B

EMORANDUM FOR THE DEPUTY TO TIE DCI FOR THE INTELLIGENCE
COMMUNITY ' ’ : : . o S

UBJECT: Paper on "Fact OI"

S It hd? been m- understandinc that une final draft

»f| |paper 7ould be made aruilable for -
omment pr 9r itspatc .. I Learn t-at this is not
o be the case. .y con::zn it -hat v -.antion of the

eference to "s.gncls irtellic ce" ¢ 25 to a broader
udience =he scun.itive cact o: IZOMIN. collection by

ratellite an area in vhich < believe the Soviets to have

{ttle o~ no kncwledge - an¢ .oes itv in a way unnecessary

o the pL.rpose of <he paper. I believe that minor rewording
‘suld accomplish my aim ard retain security handling com-
rensurate with =-he _mportance of this means of collection
rithout altering the thrust of the paper. I would appre-
:iate. your assistancz in this matter. _ .

25X1 -”.

; o i - P4 PR i
.. " . ‘,\.‘
P LEW ALLEN, JI. _
o ' Lieutenant General, USAF
S Director : o
[
25X1.
25X1
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(S) NATIONAL RECONNAISSANCE OFFICE ' 25X1
WASHINGTON, D.C. :
OFFICE OF fHE DEPUTY DIRECTOR ﬁ Y
20 September 1976
25X1 MEMORANDUM FOR pD/DCI/IC

SUBJECT: Modification of fhe Classification and Dissemination Controls for
the Products of Reconnaissance Satellites

B

I have had the opportunity to informally review the paper prepared
for Mr. Bush to sign to the President on the above subject. I had the
distinct impression from my discussions with Mr. Bush at the NFIB meeting
that I would be given an opportunity to resolve a number of concerns I
had with the paper. I note here three points which I believe merit modif-
jcation before the paper goes forward.

First, the paper states that there is no evidence that removal of
some of the products of satellite reconnaissance from special security
controls has in any way jeopardized the ability of the Program to continue
to provide intelligence. I believe this overstates the case, for there
is increasing evidence that the Soviets are working in the area of cover,
concealment, and deception. Also, there has been observed somewhat of a
revival in Soviet ASAT testing. Since we do not know the motives behind
these Soviet actions, I suggest that this statement would be better left
out of the paper.

The second point is that I do not believe the pro and con arguments
are sufficiently well articulated. '

. The third point, which I consider very important, is the omission of
a statement which appeared in the 1 July 1976 draft of this paper. The
last sentence assured that if the President granted the requested authority,
¢ there would still be an airing of objections before policy changes were
" implemented. 1 belicve this statement should be retained in the final
memorandum. By virtue of point two, I believe additional discussion is
waﬁignted before a final decision is reached. 25X

CharTes W. Cook : - 25X1
Deputy Director
25X1
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